
QUESTION
I work in a small private practice

with very limited IT support. Given
recent national news headlines in
which cyber attackers have targeted
large healthcare systems and held
patient information for ransom,
should I be concerned as a solo
practitioner?

ANSWER
Yes, healthcare providers of all

sizes should be concerned about
ransomware and other cyber attacks.

What is Ransomware?
Ransomware is a type of

malicious software that seeks to
infiltrate computer systems or
connected devices in order to
encrypt a user’s files. Once the files
have been encrypted, making the
information indecipherable and
inaccessible, the user receives a
pop-up notification demanding
payment of a ransom (usually in
untraceable digital currency such
as Bitcoin) in exchange for the
decryption key.1

The History and Evolution of
Ransomware

Although ransomware attacks
have received increased publicity in
the past year, it is not an entirely
new threat. The first ransomware
virus was disseminated almost 30
years ago when Dr. Joseph Popp, a
World Health Organization
consultant and AIDS researcher,
mailed 20,000 informational floppy
disks containing ransomware to a
group of international conference
attendees. The virus encrypted
computer files and demanded that
the victims send $189 dollars to a
physical mailing address. Dr.
Popp’s ransomware virus, popularly
known as the “AIDS Program,” was
the first cyber attack of its kind.2

Cyber criminals now deliver
ransomware in a variety of ways.
Hackers most frequently use spam
emails, or unwanted commercial
emails, containing ransomware to
bypass a user’s technical
safeguards and initiate encryption.
Ransomware attacks may also take
place by way of phishing campaigns
in which hackers send emails
purported to be from a legitimate
source requesting passwords or
other sensitive information. Many
IT experts increasingly fear the use
of online advertising to transmit
ransomware—a tactic known as
“malvertising.”3

Ransomware in the News
A few of the most notable

healthcare ransomware attacks of
2016 include the following:

• Hollywood Presbyterian Medical
Center (HPMC), in Los Angeles,
California, made national news
headlines last February when it
was widely reported they paid
hackers $3.4 million in Bitcoin
for a decryption key after being
locked out of their computer
systems. HPMC later released a
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statement denying those reports,
but confirming they did pay a
$17,000 ransom in the interest of
quickly restoring hospital
operations in order to provide
patient care. Many people have
been critical of HPMC’s decision
to pay the ransom and argue that
this decision may have been
directly responsible for a number
of subsequent healthcare
ransomware attacks.4

• Methodist Hospital (Henderson,
Kentucky) announced an
internal state of emergency last
March after being infected by a
ransomware variant known as
“Locky.” The attack limited
Methodist’s access to all web-
based and electronic
communications, and the
hospital was forced to power
down desktop computers in
order to isolate the virus.
Hackers demanded a $1,600
ransom but reportedly relented
after Methodist restored its IT
systems using backup data.4

• Also in March of 2016, Medstar
Health (Baltimore, Maryland)
became the target of a
ransomware attack that
prevented Medstar facilities from
accessing patient data, making it
necessary to postpone patient
appointments and surgical
procedures in some cases.
Hackers threatened to destroy
the decryption key and render
records permanently inaccessible
if Medstar did not pay $19,000 in
Bitcoin within the next 10 days.
Medstar was also given the
option to decrypt a single
computer for $1,250 in Bitcoin.5

• Kansas Heart Hospital in
Witchita  could no longer access
patient files after its servers
suffered a ransomware attack

last May. When Kansas Heart
paid the initial ransom requested
by cyber attackers, hackers
responded by decrypting only a
portion of the stolen information.
The hackers then made a new
ransom demand for the rest of
the encrypted patient
information. Kansas Heart did
not make a second ransom
payment.6

Why Should You Be Concerned?
Standard of care. Ransomware

attacks may make it difficult for
you to provide quality patient care.
A  ransomware attack may affect
your ability prevent you from
accessing electronic health records
(EHRs), patient emails, and
electronic billing and scheduling
systems, which are essential to
daily practice and your ability to
meet the standard of care.

Federal law. Physicians who
maintain patient information could
be subject to federal privacy laws.
Under HIPAA’s Security Rule,
covered entities are required to
implement security measures that
may help prevent the introduction
of ransomware. Covered entities
under the Health Insurance
Portability and Accountability Act
of 1996 (HIPAA) when faced with a
breach must then comply with the
breach notification rule as well as
face the possibility of civil
monetary penalties. The Federal
Trade Commission (FTC) has also
recently expressed a willingness to
bring enforcement action against
those businesses that fail to
reasonably safeguard consumer
information in accordance with
their privacy and security
practices.3

State law. State law may even
govern the privacy and security of
patient information. If a breach of
patient information violates state
law, an attorney general’s office

may be compelled to open an
investigation. Parties affected by
the breach could also have a
private cause of action under state
law.

What Steps Should You Take to
Prevent Ransomware?

Resources from the United
States Office for Civil Rights
(OCR), Federal Bureau of
Investigation (FBI), and Federal
Trade Commission suggest the
following prevention steps:

1. Understand ransomware
attacks happen all the time. The
United States Department of
Justice now estimates that an
average of 4,000 ransomware
attacks occur daily. This figure
represents a 300-percent increase
in ransomware activity seen at this
point last year.1 Recent reports also
indicate the healthcare industry
may be targeted by ransomware
attacks more frequently than any
other industry. Cyber security
provider Solutionary found the
healthcare industry accounted for
88 percent of all ransomware
detected last quarter.7 Factors such
as the value of healthcare records
(partial records can sell for up to
50 times the value of credit card
information on the black market,
according to the FBI), the
healthcare industry’s transition to
EHRs, and the lack of security
technology utilized by smaller
practices have contributed to an
upsurge in healthcare ransomware
attacks.8

2. Ensure all employees
receive ransomware training. It
is important that employees are
made aware of the threat that
ransomware poses and that they
receive up-to-date training on the
following:
• Detecting malware

3 Staff should be able to
recognize when a link is
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clicked, an attachment is
opened, or a website is visited
that might be malicious.

3 Staff should be able to
recognize when the inability to
access certain files is due to
ransomware encryption,
deletion, and/or renaming or
relocating data.

• Preventing ransomware
3 Staff should be reminded to

never open an email
attachment unless they know
what it is and trust the sender.

3 Staff should be reminded to
never click on a link in an
email message unless they
know what it is and trust the
sender.

3 Staff should be reminded to
never install or download
software on computers used
by the practice—especially
free software—without first
confirming it is okay to do so.

3 Staff should understand what
electronic information they are
permitted to access and
information is off limits.9

3. Backup important practice
data and store offline. One of
the most effective ways to protect
your practice in the event of a
ransomware attack is to back up
sensitive and important
information. Taking this step will
allow you to restore your data and
recover from a ransomware attack
quickly. As some ransomware
variants have been known to
remove or otherwise encrypt online
backups, practices should consider
maintaining backups offline and
unavailable from their networks.9

4. Encrypt sensitive practice
data. Providers should consider
encrypting and password protecting
all patient information and devices.
Per OCR’s Ransomware and HIPAA
Fact Sheet, a breach of protected
health information that is actively

encrypted and indecipherable at
the time of a ransomware attack
cannot be breached. Such a breach
does not require a physician to give
notice of the breach.9

5. Ensure basic technical
safeguards have been
implemented. Providers should
ensure the implementation of the
following technical safeguards:
• Up-to-date antivirus software on

computers
• Enabled automated patches for

operating systems and web
browsers

• Complex passwords
• Pop-up blockers.10

6. Don’t think it can’t happen
to your small practice. While
ransomware attacks on large
hospitals and health systems have
been highly publicized, one must
not forget that smaller private
practices can also be at risk. In
2012, ABC reported that hackers
encrypted emails and electronic
health records maintained by
Surgeons of Lake County, a small
medical practice in Illinois. Hackers
offered to make a decryption key
available upon receipt of a ransom
payment, but the medical practice
responded by refusing to pay the
ransom, shutting down their
servers, and contacting the local
authorities.11

As ransomware becomes more
widely used by cyber criminals,
private practitioners should expect
to be targeted more often. The
growing number of ransomware
attacks is a direct result of the ease
with which ransomware programs
can now be acquired. Cyber gangs
now host websites from which fairly
simple ransomware programs can
be downloaded by aspiring cyber
attackers who, in return, pay a
percentage of any ransom collected
to the program creators.3

Widespread availability of

ransomware doesn’t bode well for
private practitioners with
inadequate IT support and/or
insufficient data security protocols
in place, as this may make them
attractive targets for cyber attacks.

7. Stay informed and current.
Providers should stay up to date on
the latest  ransomware news and
information. The United States
government continues to provide
resources to help providers protect
against the threat of ransomware.
Providers may also want to
consider signing up for the OCR
Security Listserv in order to receive
ransomware updates and
guidance.12
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